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Vulnerability Details

1 - CWE-690: Unchecked Return Value to NULL Pointer Dereference

Product Line: MPlayer

Vulnerable Version: V1.5

Summary: The product does not check for an error after calling a function that can
return with a NULL pointer if the function fails, which leads to a resultant NULL
pointer dereference and cause the program crash, lead to memory corruption or
create security vulnerabilities.

Source code: https://mplayerhq.hu/MPlayer/releases/MPlayer-1.5.tar.xz

Prerequisites: An attacker have to build a malicious playlist.

Step-by-step instructions and PoC

During an assessment we fuzzed the -playlist argument with AFL++ by the following
command:

./afl-fuzz -i /in -o /out --./mplayer -playlist @@

The /in directory contains several types of playlists that AFL can fuzz and iterate over.
After one day of fuzzing, we found 87 types of playlists that crash MPlayer. The issue
always occurs in the strncpy function due to a NULL pointer dereference.

The following evidence shows the SEGMENTATION FAULT on the debugger:




The stack trace indicates that the problem is in the file asxparser.c at line 121, specifically
in __strncpy_avx2_rtm.

Security Impact

An attacker can send a malicious playlist to crash the victim's program. Here is an example
of a fuzzed playlist that crashes MPlayer:

=

crash86

Remediation Steps

Check for NULL Pointers: Always verify if a pointer is NULL before dereferencing it. This
check should be performed immediately after calling a function that may return a NULL
pointer.



